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RareBooksClub. Paperback. Book Condition: New. This item is printed on demand. Paperback. 38 pages. OCLC
Number: (OCoLC)154715425 Subject: Computer security -- Government policy -- United States. Excerpt: . . .
develop and maintain a complete listing of all configuration items and a baseline configuration for NFE,
including application soGware, data files, soGware development tools, hardware, and documentation; ensure
that all significant system changes, such as parameter changes, go through a change control process; apply
comprehensive patches to system soGware in a timely manner. For example, a FDIC report stated that in the
third quarter of fiscal year 2006, soGware patches for 15 out of 21 high-risk vulnerabilities and 5 out of 34
medium-risk vulnerabilities were not implemented within required time frames. In another report, between July
9, 2006, and October 9, 2006, out of nine high-risk patches that were not implemented within the required time
period, eight were not implemented for 42 days. review status accounting reports, or perform complete
functional and physical configuration audits; and update or control documents to reflect the current state of
the environment and to ensure consistency with related documents. Specifically, documents such as the NFE
security plan, risk assessment, and contingency plan did not reflect the current environment. The NFE project
team did not institute the above because it did not always consistently follow the processes as outlined in the
NFE configuration management plan. According to FDIC oLicials, they were not following the plan because it
has not been updated to reflect the new system development life cycle. In addition, according to an FDIC
oLicial, patches were not implemented in the specified time frames because contractors do not always follow
FDIC policy. As a result, the corporation has a higher risk that NFE may not perform as intended. Although FDIC
had taken steps to...
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